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What is the research problem? 

The research problem is the detection of malicious applications on popular Android Markets. The authors 

did a systematic study to better understand the overall health of existing Android Markets on official and 

unofficial (third party) markets e.g., Android Market, Amazon Appstore. 

 

 

Why the research problem is interesting? 

Why the research problem has not been solved yet (Challenges)? 

With the growth of smartphones, the use of application marketplaces is huge. Therefore, popular app 

markets have become the target of several malware authors finding ways to inject malicious applications. 

Unfortunately, those injections go unnoticed by market owners and market users. In general, there are 2 

main dangers: the lack of trust in an app-market that we believed was reliable and loosing important 

personal information or data. 

Studies by researchers have shown that Android is the main target for malware attacks due to the 

openness of the operating system (Linux kernel). On Linux there are administrative/superuser permissions 

and on Android there is the root access, which allows to Android users get privileged control. So, this 

Android root access drives to software exploitation. 

 

 

Contributions 

Authors have tried to understand the idea of how healthy an android marketplace is in both official stores 

and 3rd party stores. Their approach was to create automated web crawlers to collect applications from 

various marketplaces and run malware detection algorithms. This approach sounds simple, but the 

problem is that enough analysis is needed to better understand the idea of malware status for a 

marketplace. So, some considerations were made before any solution was implemented. A good idea was 

to filter out applications that are unlikely to be malicious (such as YouTube etc. having their own bugs and 

threads discovery teams that can be exploited to maintain company prestige and trust at the same level).  
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So DroidRanger crawled 200,000 apps and after the filtering out process, it focused on the other 

applications. 

DroidRanger has 2 major functions, permission-based behavioral footprinting to detect known malwares, 

and heuristics-based filtering to find new types of malwares that have not been found before. 

The purpose of permission-based filtering was to quickly (for performance purposes) exclude 

applications that are unlikely to contain malicious content. This is done by comparing the permissions 

found in the manifest file (a file that includes general application components) with the permissions 

required by known malware applications. Zsone malware requests permissions for RECEIVE SMS and SEND 

SMS, so DroidRanger focuses on applications that require these 2 authorizations.  In general, authors tried 

to select the permissions that appear in most malwares. After the filtering, there are still many apps to 

analyze. DroidRanger analyzes the behavior of the application through the manifest file and the 

decompiled hierarchical code. Thus, authors find more accurate results without false positives. 

To detect unknown malware, DroidRanger uses heuristics to try to find out if there is any application that 

loads untrusted code. (eg dexclassloader loads and runs apk and jar files). This type of untrusted code 

loading was found in many appllications used primarily for scrambling. This is how Plankton spyware was 

discovered (a type of rootkit through a jar file that when executed allows the attacker to send Comand & 

Control commands to the device). Then, in step 2 authors run applications dynamically and monitor them. 

When for example we call a SmsManager.sendTextMessage method through an application we get the 

number that the message is intended to send. System calls like sysmount which if done via root user can 

allow it to make the device writeable. (this is very dangerous if the attacker obtains permissions for root 

user).  

For the known malware evaluation, 10 known families of malware were used. After the permissions were 

extracted from the tested applications, comparisons were made with malware apps and similarities were 

found. The second step was the analysis with a total time of 4.5 hours which was significantly faster than 

the usual analysis that would take beyond 2 weeks. Most infections were found in non-Google markets, 

and it was confirmed that all the examples found were malicious. 

For the unknown malware evaluation, the second component of DroidRanger discovered plankton 

malware with 10 more similar cases in google marketplace. Plankton malware is a jar file application 

disguised as an "Angry Birds Cheater" app (which gave you unlimited angry birds to cross the stage with 3 

stars) and when executed on the mobile, it turned into a bot. 
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What is the research problem? 

The purpose of the paper was to analyze the various characteristics, the types, and behaviors of mobile 

device malwares. 

 

Why the research problem is interesting? 

Why the research problem has not been solved yet (Challenges)? 

Authors note that in 2010-11 new malware instances began to increase significantly, with the 

DroidKungFu and the AnserverBot being the main inspiration for other variants. And as we know today, 

the total number of malwares continues to grow steadily due to specific reasons (see Paper 1). 

 

Contributions 

How is a malware installed? After malware analysis, researchers were able to generalize 3 social-

engineering techniques: In repackaging malware authors found and downloaded popular applications, 

extracted the code, made inject malicious payload, reassembled, and uploaded to Android Markets. The 

update attack is about the same logic as Repackaging, except that the payload includes an update that 

will download the malicious part of the payload when the application runs. . In drive-by download, the 

attacker uses gradually small pieces of code that are not recognized by the mobile device's defenses to 

complete the entire malware payload. Each part of the code does not need to be particularly complicated 

as it aims to tell the next computer what part of the rest of the code to download to complete the 

malicious content. 

After malware installation? They try to avoid being detected (for example, they try to get the name of a 

service that is supposed to be necessary for the mobile to work properly). Then malicious payloads (4 

ways) seek to gain some functionality in weight of the device to be installed.  

The first malicious payload way is the privilege escalation where the attacker gradually attempts to steal 

another user's access rights without being aware, until he reaches the point of the super admin allowing 

him to do any action on the operating system. The researchers found that about 1 out of 3 of the 

applications analyzed had at least one root exploit. 

The second malicious payload way is the remote controls which convert the mobile into a bot that they 

control remotely. The researchers found that 93% of the malicious applications studied could make the 

mobile botnet. The communication between the mobile botnet and the master was secret as the URL of 

the Command&Control server was encrypted. 
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The third malicious payload way is the financial charge. This way combines some of the previous features. 

Those malicious payloads are presented in the form of a media player and receive privileges to send 

messages to premium rate services. Premium-rate services are a form of small payment for a service (such 

as a song order on the radio) that is added to the phone bill.  

The fourth malicious payload way is the information collection. Through the permissions given, malware 

constantly collects information from infected mobiles. As for the samples studied, some malware families 

collect SMS messages, some collect cell phone numbers , and some others collect and upload user account 

information. 

Evaluation: Analyzing 1260 malware samples in 49 different families it was found that 86% use the 

method of repackaging in legitimate applications to include malicious payload. Also, 1 out of 3 of those 

malware samples include software exploitations to steal up to super device admin rights. Moreover, 93% 

of malware samples exhibit behaviors for bot-like abilities. Finally, existing mobile security software is 

unfortunately not very up-to-date with the new dangers that arise daily, leaving unethical attackers one 

step ahead. 

 

 


