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1. Background 

 
Firmware 

Firmware is software that controls the hardware of a device. It “resides” between the hardware and the 

OS. It is stored in non-volatile memory (ROM, Flash Memory). An example of firmware is BIOS for 

personal computers. Among others, some of the responsibilities of a firmware can be controlling 

hardware specific characteristics (for example turbo boost enabled/disabled etc) or providing hardware 

abstractions (software routines that provide software access to hardware resources). Because the 

firmware is the first software(usually) being executed during the boot of a device, it is stored in the non-

volatile memory usually in binary form (for example ELF,ECOFF ). At the same time,  a lot of vendors, 

have developed their own firmware file formats.  

Embedded Systems 

Embedded Systems are microcontroller-based systems. They are a combination of hardware and 

software components, designed to perform a very specific function. They are small,  low power and 

cheap. Even though they are “embedded”, they can function both as standalone devices and as a part of 

a larger system. Examples of embedded systems are surveillance cameras, printers, medical implants 

etc.  

Fuzzy Hashes 

It is a compression function, that calculates the similarity between files. It is used for grouping malware. 

It has tolerance for changes and can tell how different two files are based on their output.  

File Carving 

It is the process of extracting data from a storage device without the help of the file system or without 

helpful meta-data information. Part of the idea of this technique is that deleted files are not completely 

lost until their location is deleted during a device wipe. This process can take very long time and is 

based on guesswork. The method tries to extract information based on already known  file formats.  

Backdoor Vulnerability 

It’s an alternate root (without authentication) into a computer system which is unknown and virtually 

undetectable. The backdoor can be placed both intentionally (debugging purpose) or unintentionally in 

to a computer system. It belongs to the covert (unintended channel) methods of bypassing 

authentication. 
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Zmap Project 

“The ZMap Project is a collection of open source tools that enable researchers to perform large-scale 

studies of the hosts and services that compose the public Internet.” Zmap tool is a network scanner 

optimized for Internet-wide network surveys. It can scan the entire IPv4 address space in under 45 

minutes.  

 

2. Introduction 
Motivation 

Embedded systems are a huge part of our everyday life. They are a crucial component of several 

everyday-used devices, such as printers, routers etc. Their popularity will only increase while entering 

the IoT area. Studies showed that by 2025 more than 35 billion devices are going to be connected to the 

internet, a large part of them being embedded devices. Apart from being popular, embedded devices are 

also very important as they are used in areas such as security (surveillance cameras) and medicine 

(medical implant).  

Research Problem 

By default, embedded systems run firmware. As we already mentioned firmware is software responsible 

for controlling the hardware device. Due to some anecdotal evidence (case by case failures), embedded 

systems are considered today insecure.  

Based on the above, the authors of the paper try to answer-solve the following question-problem: 

Are embedded systems firmware images secured? 

Impact – Solution 

In order to answer this question, the authors undertake a large – scale static security analysis of 

embedded systems firmware images. The contributions of the paper include: 

1. Advantages of performing a large-scale analysis of firmware images and main challenges 

associated with this activity 

2. Framework that performs firmware collection, filtering, unpacking and analysis at large scale. 

3. Implement efficient static techniques that ran on 32,356 firmware 

4. Present correlation technique which allows propagate vulnerability information to similar 

firmware images 

5. Discovered 693 firmware images affected by at least one vulnerability and reported 38 new 

CVEs. 

 

The authors support that this is the first large scale analysis of firmware images. Other works only 

analyse a small number of firmware images usually focused on specific vendors or devices. 

Challenges 

When undertaking large scale analysis, one must automate the techniques needed to collect, unpack, 

analyse and extract files. This automation is challenging for firmwares, for the following reasons: 

Building a representative setup: Embedded systems have a heterogeneous environment(different OS, 

ISA architecture). Real market distribution is unknown. Also, firmwares are not located to a central 

point of collection. Each manufacturer has its own website that distributes firmware.  
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Identify firmware: Firmwares have various file formats. The only reliable source of information is the 

documentation but for a large-scale analysis examining the documentation is not feasible. This also 

affects the collection of meta-data (version, processor architecture etc) 

Unpacking and Custom Formats: Firmware comes compressed. Different vendors develop different 

formats to describe images and those formats are compressed with non-standard compression 

algorithms. File carving can help but is aggressive and computationally expensive.  

Scalability and Computational Limits: Part of the analysis is to correlate information among different 

firmware images. A way to do so is to use fuzzy hashes. Fuzzy hashes require one to one comparison 

which is not feasible (26,275 images – 850 CPU days).  

Results Confirmation: In order to confirm one must exploit the vulnerability manually. It is costly and 

difficult to purchase and exploit such a large number of embedded devices.  

 

3. Technical Section 

 
Architecture 

Firmware Acquisition and Storage, is used to collect the firmware images. It uses two methods, a 

web crawler that automatically downloads files from manufacturers websites and specialized mirror 

sites and a submission interface where users can submit firmware images for analysis. The crawler is 

initialized with urls of famous manufacturer websites.  

Unpacking and Analysis section is responsible for unpacking the firmware images and for performing 

the static analysis. BAT is being used as the unpacking framework. Reasons for its selection include, 

support of file carving and low rate of false positives extractions. Several plugins are developed to 

enrich BAT with static analysis. Specifically, the plugins developed are responsible for extracting 

interesting keywords(versions, password hashes), collect files containing private keys and authorized 

keys etc. The last part of this section is the password hash cracking. Passwords hashes found during the 

analysis are passed to hash cracking nodes. The nodes use “John the Ripper“ to brute force and detect 

the hash algorithm and salt used.  

Corelation Engine is designed to find similarities between different firmware images(it helps identify 

firmware with similar vulnerabilities). The correlation engine checks shared credentials, shared self-

signed certificates, common keywords and fuzzy hashes. Shared credentials(hard coded password) and 

self-signed certificate strongly indicate firmware of the same vendor. Keywords are strings extracted 

by the static analysis, they can be strings activating backdoor functionalities or versions of libraries and 

kernels that are known to be vulnerable such as PHP 5.2.12. When a file is vulnerable, a fuzzy hash 

comparison is being performed between the file and all stored hashes.  

Data Enrichment is used to extend the knowledge base of the firmware images by performing queries 

and internet scans. Another responsibility of this part of the architecture is to correlate the SSL 

certificates extracted from the firmwares with those collected by ZMap project. This correlation enables 

the evaluation of the vulnerability of an attack by identifying the publicly reachable devices running the 

given firmware image.  
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Results 

File Formats: Most firmware images are compressed and targeting ARM based devices. 

Password Hashes Statistics: Files like /etc/password /etc/shadow store hashed versions of credentials 

and are targets for attackers. Vendors use the same credentials for different firmware images. Authors 

manage to recover plaintext of hashed passwords. 

Certificates and Private RSA Keys: Firmware images contain self-signed certificates, along with their 

private keys.  

Packaging Outdated and Vulnerable Software: Firmware images contain old versions of libraries 

with known vulnerabilities.  

Building Images as Root: Compilation banners (root@ubuntu gcc version 4.2.0 20070413 

(prerelease)) are extracted. Some of them contain public IP address and one of them accepts SSH 

connections. 

Web Servers Configuration: The configuration files of the webservers of the firmware reveal that 

most web servers run  as a privileged user which means that a vulnerability of the webserver, can 

compromise the whole device. 

 

Conclusions 

Embedded systems are part of our everyday life and considered insecure due to anectodal evidence. In 

this work a large-scale static analysis of embedded firmware images was performed in order to test this 

opinion in a larger scale. The work shows the necessity of large scale analysis. It presents the most 

common vulnerabilities affecting today embedded systems and helps the academia and industry focused 

into the security of particular devices. At the same time, it reveals the challenges of large scale analysis, 

and possible ways to tackle them. By the time that this paper is written this is the first large scale analysis 

done for embedded firmware images, other analysis are focused on specific devices and vendors.  
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Paper 2: Post-Mortem of a Zombie: 

Conficker Cleanup After Six Years 

Authors: Hadi Asghari, Michael Ciere, and Michel J.G. van Eeten, Delft University of Technology 

 

1. Background 

 
Conficker 

Command and Control botnet known also as Downadup first detected at the end of 2008(November). 

The worm is based on a Microsoft Windows vulnerability that affects both client and server versions. 

A vulnerable machine needs to be unpatched, online, NetBIOS port open and have the firewall disabled. 

The patch of the vulnerability is available from January 2009. Conficker-B is released at the end of 

2008(December). The main additions to the malware are new spreading methods (infected USB 

devices, shared network folders, weak passwords). The bot attempts to connect everyday to 250 pseudo 

randomly generated domains. Attackers communicate with the bots by registering one domain and 

updating the Command and Control binaries. In order to prevent the communication, defenders have to 

find and register the pseudo domains. Apart from spreading, the botnet also is disabling Window 

updates, famous antivirus and security services.  

The cybersecurity community after seeing the rapid growth of infected devices, creates the Conficker 

Working Group (group of academic and industrial researchers) with the main goal to register domains 

and block bots from communicating with the attackers. The group manages to neutralize the botnet but 

makes two errors, it allows the attackers to regain access to part of the botnet and updates it to Conficker-

C in 2009 and also fails in cleaning-up the infected machines after neutralizing the worm.  

Conficker -C have two new main characteristics. The first one is that  it attempts to connect everyday 

to 50,000 pseudo-randomly generated domains and also a Peer to Peer protocol is added. The new 

variant includs a scareware which sold fake antivirus.  

GameoverZeus 

It is a command and control botnet based on ZeuS Trojan. It uses an encrypted peer to peer 

communication to communicate between nodes and command and communicate servers (master). After 

it infects a machine, the botnet installs executables, disables process, deletes system files etc. It 

propagates through spam and phishing messages and it is used primarily to gain bank information. One 

of its capabilities is that it can create a Denial of Service attack. It first appeared in 2011. It infects more 

than 1 million machines, and it is neutralized in 2014.    

Sinkhole 

A server designed to capture malicious traffic and prevent control of infected machines by the criminal 

who infected them. 

National anti-botnet centers 

Centers usually part of a private-public partnership that help Internet-Service-Providers (ISP) notify 

their end users about infections on their machines. They provide support via website or call-centers. 

They extract information regarding end users from botnet sinkholes, honeypots, spamtraps etc. 

Countries that have this kind of centers include Australia, Germany, Ireland, Japan, Korea etc.  
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ICT development Index 

It is an index published by the United Nations International Communication Union. It is a tool that 

allows researchers, governments, operators to measure and compare the ICT (information and 

communication technology) performance within and across countries. The index is based on indicators 

that have been internationally agreed and have to do with access, use and skills.  

 

2. Introduction 
 

Motivation 

Recent studies have shown that the interest of attackers towards botnets as a choice of attack increases. 

Research for botnet mitigation is divided into two parts, disruption of the command and control 

infrastructure (destroy communication channel between the bots and the master) and clean-up infected 

machines. Efforts mainly focus on destroying the communication channel (neutralizing the botnet) 

rather than cleaning up infected machine even though infected machines can be magnets of other 

threads(attackers might regain the control of the sinkholed bots, the vulnerability of the infected 

machines if not patched can be reused for other type of attacks). Basically, bots or zombies are waiting 

for the attacker to find a way to reconnect to them. 

Research Problem 

Even though to some extent the clean-up of bots is automated through the use of anti-virus or software 

patches (OS updates), these actions seem insufficient (users do not update their software due to piracy 

or other reasons).  Recently the idea of moving the responsibility of clean-up towards the Internet-

Service-Providers (ISP) has emerged. Large-scale clean-up campaigns organized by anti-botnet 

initiatives, are taking place to assist the clean-up process of infected machines and help ISPs contact 

their affected clients and remediate their compromised machines. Organizing these campaigns is costly 

so the need to measure their effectiveness becomes crucial. Having that in mind the authors in this paper 

try to answer the following: 

Are the efforts from leading national anti-botnet initiatives effective? 

What factors drive clean-up rates of infected machines? 

Impact – Solution 

To answer these questions the authors use the conficker sinkhole logs. They transform the data into 

comparative metrics,  model infection trends of different countries, extract the parameters describing 

the infection trends of each country and explore the relationships of these parameters with national anti-

botnet initiatives, broadband access, operating system market share, ICT development Index, 

Unlicensed software use and OS upgrade. Following are the contributions of the paper: 

1. Systematic approach to transform noisy sinkhole data into comparative infection metrics and 

normalized estimates of clean-up rates. 

2. First log term study on botnet remediation 

3. First empirical test of the best practise exemplified by the leading national anti-botnet 

initiatives. 

4. Identify several factors that influence clean-up rate across countries. 

 

The authors support that this is the first long term study on botnet remediation as previous works focused 

specifically on the technical analysis of the worm and the functioning of the Conficker Working Group.  
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Based on the authors, the challenges of this work rely in transforming the noisy data into meaningful 

and comparative metrics and in estimating the clean-up rates. 

Eligibility of Conficker Dataset: 

1. Complete record of one sinkholed botnet  

2. Log population on a daily basis 

3. Longitudinal and tracks period for almost six years. 

4. Infection levels in the dataset reflect cleanup efforts(most sinkholed logs reflect both attacker 

and defender behavior, Conficker was neutralized early on ) 

 

3. Technical Section 

 
Processing log files 

The bots try to connect to the master through domains which are randomly generated. The defenders 

find the algorithm creating the domains, reverse engineer it and sinkhole the domains by directing the 

traffic to servers out of the control of the attackers. This traffic is then saved to logs at the sinkhole 

server in the form of timestamps and IP addresses. 

The authors extract the IP addresses from the logs. Then using tools like Max-Mind GeoIP database 

and IP-to-ASN database based on Routeviews BGP data they map the IP addresses to regions. Counting 

the number of unique bots is challenging because firstly the logs suffer from spam traps and passive 

DNS records. Another challenge is the dynamic IP address allocation. The same infected machines 

appear in the log file under different IP addresses. This is called churn rate and it varies from country 

to country. This is also visible from the processed data, even though the number of unique IP addresses 

increases per hour, the average IPs per hour remain the same. To overcome this variation, the authors 

decide to count the average unique IPs per hour to eliminate the churn factor.  

Another challenge of the dataset is the missing measurements. Missing measurements are a result of 

infrastructure downtime which can be from few hours to few weeks. This downtime might skew the 

analysis. To avoid that, the authors decide to remove the outliers heuristically. Specifically, they remove 

the measurements that have long distance from the surrounding weeks median. It is normal the number 

of measurements to increase, decrease or fluctuate a little from week to week  but sudden 

drops(downtime) with sudden increases are not a normal behavior and so the method described above 

can eliminate it.  

Lastly each country has different number of users connected to the internet. With that being said 

countries with more users connected to the internet, will likely  have more infected devices despite the 

clean-up efforts. For a comparison among countries to be feasible, the authors decide to normalize the 

number of infected devices for each country based on their IP space. 

Modelling infection rates 

After filtering the log data, the authors move on to model the infection trends for each country. They 

try to use epidemic models to characterize the malware infection trends because they follow the same 

logic, first a host gets infected and starts infecting other hosts, at some point later on the hosts recovers 

or gets removed. They decide not to use epidemic models to model malware infections. One of the 

reasons, is that epidemic models made assumptions that are not valid for malware infections and 

specifically Conficker(no reinfections). 

They end up creating and using their own model. The model consists of two parts, a growth that ends 

up in a plateau and an exponential decay(this is the behavior observed empirically when plotted the 

malware infection trends for each country , increase-plateau-decrease). The model is based on four 
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parameters, the infection rate in the growth phase, the peak number of infections, the time that the peak 

occurrs and the decay rate in the declining phase. After finalizing the model they use algorithms 

specialized for fitting curves and calculate the values for the parameters of the model(infection rate in 

the growth phase, peak number of infections, time that the peak occurred, decay rate in the declining 

phase) for each country.  

Findings 

After measuring the values of the parameters of the model, for each country, the authors move on to 

compare the infection trends of the countries and investigate the correlation of the infection trends with 

parameters such as National Anti-botnet Initiatives, ICT index etc.  

Fast peaks: One of the first observations is that fast peaks in the trend does not necessarily mean 

successful remediation. Peaks indicate that the worm runs out of vulnerable machines to infect. Having 

that in mind fast peaks and fast growth indicate that the worm runs out of machines to infect sooner.  

National Anti-Botnet Initiatives: In order for the anti-botnet initiatives to be effective, we expect that 

countries with anti-botnet initiatives will have infection trends with slower growth, lower peak height 

and faster decays (clean-up rates). We observe that countries with anti-botnet initiatives(ABIs) do not 

have this behavior. There are several explanations why this might be the case. One of those is that 

countries infections might be in other networks rather than those of ISP that we know ABIs mainly 

focus on. Another explanation is that ABIs do not include Conficker in their clean-up efforts. Both of 

these explanations are wrong. A final explanation is that even though ISPs are notified by the ABIs they 

decide to ignore neutralized botnets as clean-up is costly and neutralized botnets are no longer a threat. 

The authors justify that this decision is wrong by showing that there is an overlap of 15% between the 

bots of Conficker with the bots of GameoverZeus (newer threat). They conclude that ABIs cannot 

explain the variations in clean-up rates among the countries.     

Growth Rate - Broadband Access: Since conficker is scanning for vulnerable hosts to infect, one 

would expect that countries with higher broaband speed and access have faster growths. This is not the 

case. A possible reason is because the authors do not have representative data for the growth phase (the 

log does not capture the whole growth phase).    

Height of Peak - Operating System Market Share: Since Conficker is based on a vulnerability of 

Windows, variations in peak can possibly be explained by the OS market share(some countries 

purchased more Windows OS than others). The OS market share does not completely justify the 

variations in peak(justifies to some percent). The authors move on to investigate other institutional 

factors that can explain the variations  

Height of Peak - ICT development Index: There is a strong correlation between the height of the peak 

and the ICT development index of a country.  

Height of Peak - Unlicensed software use: There is a strong correlation between the height of the peak 

and use of unlicensed software. This is because users running pirated software, usually turn off 

automatic updates for fear of disabling their software.  

Decay Rate - OS or machine upgrade: The decay rate of the market share of Windows XP and Vista 

has weak correlation with the infection decay rate. This means that users infected with Conficker, are 

less likely to upgrade their computers than the average consumers. 

Conclusions 

Botnets are a famous type of attack for attackers. The mitigation research of such attacks is divided in  

blocking the communication channel of bots with their master and in cleaning up infected machines. 

The focus is mainly on blocking the communication channel even though infected machines of 
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neutralized botnets are still a threat. To help with the clean-up efforts ABIs have been created. In this 

work the authors investigate how efficient these initiatives are by processing the sinkhole of Conficker. 

Their findings support that ICT development and unlicensed software is what affects the growth and 

the clean-up rates rather than anti-botnet initiatives. Having that in mind they propose the following to 

improve the mitigation procedure of botnets: help countries develop their ICT capabilities, “force” ISPs 

take action even if a threat is neutralized, support  long-term sustainability of sinkholes. By the time 

that this paper is published, it is the first long term study on botnet remediation. The challenges of this 

paper rely in transforming the noisy data to meaningful metrics.  

 


