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Botcoin: Monetizing Stolen Cycles (February, 2014). 

• What is the research problem? 

The sharp rise in the price of bitcoins has attracted the interest of cybercriminals in order to earn money. 

To achieve this, they are leveraging the available resources meaning the stolen CPU hours in the form 

of botnets. In general, this paper examines the practice of using compromised PCs to mine Bitcoin 

named as Bitcoin mining malware. 

 

• Related work: 

There are three main areas of research related to this investigation of botnet mining malware.  

➢ The first performs analysis of the transactions in the Bitcoin network to measure activity and 

test the limits of the anonymity it provides. Some of these methods are used in this paper in 

order to trace payouts to botmasters.  

➢ Another study performs an analysis of Silk Road (an underground drug market), accepted 

payments only in bitcoin. 

➢ Two other studies focus specifically on Bitcoin mining. Both studies examine how Bitcoin 

mining can be “gamed” by an appropriately powerful adversary, and find that sufficiently 

motivated adversaries can disrupt the Bitcoin economy.  

The study of this paper, while also focused on mining, is complementary to these, as it focuses 

exclusively on the phenomenon of using compromised hosts to mine bitcoins. 

 

• Goals of this paper: 

➢ Identification of Bitcoin-mining malware. 

➢ Calculation of the size of the infected population (compromised PCs). 

➢ Finding how much value has been extracted through mining. 

 

 

• Methodology: 

Identifying Mining Malware: 

In order to identify mining malware, they relied on the fact that all malware engaged in Bitcoin mining 

uses the HTTP-based getwork protocol supported by existing mining pools. To prove that the malware 

is engaged in Bitcoin mining, they used mining protocol (Stratum) traffic in network traces of a malware 

binary’s execution. 
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To obtain network traffic of various malware, they execute the binaries in their own malware execution 

environment. After execution, they manually assess if a sample is performing Bitcoin mining by 

inspecting the traffic and looking for evidence that a particular sample is requesting work from a Bitcoin 

pool server (compromised PC do a request to mining pool server in order to receive a work -puzzle to 

calculate- to start mining process). 

Then, using traffic, they searched for samples with similar characteristics. In this way, they found over 

than 2,000 executables (compromised PCs) that connect to mining pools and mine bitcoins. 

 

Earnings: 

In order to estimate the value extracted from compromised PCs through Bitcoin mining which was one 

of the main goal of this paper, they used variety of techniques. Some of them are the following: 

❖ Mapping miners to wallet addresses:  

Each miner of a mining pool has his own wallet address where earnings from the process of mining 

are credited. These addresses are not published, however, authors, in order to get information about 

earning for specific accounts, contacted with pool operators directly. Some operators provided to 

them information like the payout address or the total amount paid out to it. 

❖ Publicly-visible pool statistics: 

Bitclockers (pool), provides a board, showing total user earnings, and work contribution for each 

solved block. Authors, use this information to determine the earnings of 38 users. 

 

❖ Blockchain analysis:  

Estimation of the earnings of a specific miner via examination of the blockchain using the payout 

addresses provided by various pool operators due to the publicity of all transactions. 

  

Estimating Infected Population: 

To estimate infected population, authors contacted with the vendor of a top anti-virus software to obtain 

an aggregate list of countries from which the mining malware was seen to be operating along with the 

count of unique machine infections detected, over a period of about one and a half months around July 

2013. The vendor also provided them with the count of their install base per country. 

Based on this information and the distribution of computers across the world, is calculated the total 

population of malware infections per malware family as follows: 
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where: 

❖ Ii: the number of infections observed by the anti-virus software in country I. 

❖ Mi: the number of machines in that country that subscribe to this anti-virus monitoring service. 

❖ Ti: approximation of the number of computers for country i. 

 

• Analysis: 

 

 

Based on the data collected, for each family’s bitcoin mining operation (table 1), analyzed in terms of: 

❖ Operation: When did it start mining / Connection's information / Information about miner 

usernames and proxy domain names. 

❖ Earnings: when did it last active / payout address (address where earning of this botnet paid out) / 

payouts (earnings). 

❖ Population: Estimation of the infections (compromised PCs – PCs infected by bot). 

 

Example of analysis of one botnet family – Dload.asia: 

❖ General information: 

One of the earliest major mining operation. Individuals who are behind the operation, known by 

the handles Redem and DarkSons. 

❖ Operation: 

Began mining in 2011. Initially connecting to the pool directly and later via a proxy.Mining using 

the same pool user until later generations of malware where used different miner usernames and 

proxy domain names.  

❖ Earnings: 

About DarkSons: Last active in November 2012. Wallet address had amassed 2,403 BTC. 

About Redem: Unable to locate payout address. 

Table 1: Bitcoin mining operations. Family column shows the botnet, 

EXEs column shows the number of executables observed engaged in 

mining, Wlts column gives the number of wallet addresses known that 
receive payouts, Active period column shows the period when the 

mining operation was active, based on mining data and malware 

distribution activity, BTC column shows the estimation of each 
operation’s total earnings,USD column provides an estimate of the 

earnings in US dollars, using the exchange rate at the time of payout. 
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❖ Population:  

Estimation of the geographic distribution of infections. Based on the 

percentage of Share column from table 2 and the number of computers 

in the country, they estimated the infection population. 

 

 

• Contributions: 

➢ Identification of  malware engaged in Bitcoin mining and reporting how it operates. 

➢ Presentation of nine case studies of botnet Bitcoin mining operations ranging in sophistication 

and estimation of infected population and its geographic distribution. 

➢ Estimation of the total value extracted from compromised PCs through mining. These 

operations have mined at least 4,500 bitcoins. 

 

• Conclusion: 

In this paper did an in-depth analysis of Bitcoin mining malware, which is one of the first methods to 

directly monetize the computational ability of a compromised computer. Also, was easy for authors to 

found the earnings of botnets due to all Bitcoin transactions are public. Authors, emphasize that Some 

of the larger botnets have earned sizable amounts of bitcoins. Finally, lots of Bitcoin mining malware 

traced to geographic regions of lower cost bots. 

 

 

 

 

 

 

 

 

 

Table 2: The Share column shows the ratio of the 
number of infected hosts to the total number of hosts 

with the vendor’s product in a given country.  
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MineSweeper: An In-depth Look into Drive-by Cryptocurrency Mining and 

Its Defense (October, 2018). 

 

• What is the research problem? 

There is an attack (cryptojacking) where an infected website secretly executes JavaScript code and/or a 

WebAssembly module in the user’s browser to mine cryptocurrencies without user's consent. In the 

recent years of this attack, Bitcoin has attracted the attention of cybercriminals because they could 

perform and receive anonymous payments. Also, they are attracted the financial reward for using 

computing power for mining, since they are already dealing with compromising PCs. 

However, Bitcoin mining became too difficult for regular machines where malicious miners are not 

profitable on PCs and certainly not on mobile devices. This phenomenon leaded attackers to found 

alternative coins (over 1,500 cryptocurrencies of which more than 600 see an active trade) where many 

of them are still mineable without specialized hardware. 

In general, authors in this paper examines a new web-based attack which cybercriminals use known as 

drive-by mining (cryptojacking) where this attack steal computation power electricity from users to 

mine cryptocurrency. 

 

• Related work: 

Some existing defenses in order to prevent this kind of attacks are the following:  

❖ CPU Usage Heuristics: 

Looking for high CPU usage as an indicator that cryptocurrency mining is taking place. However, 

this can causes false positives for other CPU-intensive use cases (like gaming) or causes false 

negatives, as cryptocurrency miners have started to throttle their CPU usage to evade detection.  

 

❖ URL Blacklists: 

Browsers, dedicated browser extensions, and ad blockers started to use blacklists. However, 

maintaining a complete blacklist is not scalable, and it is prone to false negatives. 

 

• Goals of this paper: 

➢ Investigation of the prevalence and profitability of this threat, resulting to motivate 

cybercriminals to invest in this type of attack. 
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➢  Evaluation of the effectiveness of current drive-by mining defenses, and show that they are 

insufficient against attackers who are using obfuscation to evade detection.  

➢ Propose an obfuscation-resilient detection system for drive-by mining websites named as 

MineSweeper. 

 

• Typical drive-by mining attack: 

 

 

 

 

 

 

 

A cryptocurrency mining script which served on the victim’s browser contains two components: the 

orchestrator and the mining payload. When a user visits a drive-by mining website, the website:  

1. serves the orchestrator script, checks the host environment to find out how many CPU cores are 

available, 

2. downloads the highly-optimized cryptomining payload (as either Wasm or asm.js) from the 

website or an external server,  

3. instantiates a number of web workers with the mining payload, depending on how many CPU 

cores are available,  

4. sets up the connection with the mining pool server through a WebSocket proxy server 

5. finally, fetches work from the mining pool and submits the hashes to the mining pool through 

the WebSocket proxy server. The protocol used for this communication with the mining pool 

is usually Stratum. 

 

• Data collection: 

A web crawler built by the authors for visiting Alexa’s Top 1 Million websites and collecting data 

related to drive-by mining.It was observed that many malicious websites serve a mining payload only 

when the user visits an internal webpage. The crawler visited three random internal pages of each 

Figure 1: Typical drive-by mining attack. 
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website for four seconds. A web clawler was saving: webpage, Any embedded JavaScript in the 

webpage and requests / responses which may did on browser. 

 

• Analysis: 

Using the dataset crawled from Alexa’s top 1 million websites, they searched for the use of 

cryptomining code in the logged data and the use of the Stratum protocol for communicating with 

mining pool servers. To locate these, they searched for mining-related keywords (such as CPU, XMR, 

Coinhive, Crypto and Monero) in the identified drive-by mining website’s HTML content. 

Then, they correlated the data to answer the following questions: 

1. How prevalent is drive-by mining in the wild? 

2. How many different drive-by mining services exist currently? 

3. Which evasion tactics do drive-by mining services employ? 

4. What is the modus operandi of different types of campaigns? 

5. How much profit do these campaigns make? 

6. Can we find common characteristics across different drive-by mining services that we can use 

for their detection? 

 

• Results: 

➢ Crawling period: March 12, 2018 – March 19, 2018 

➢ Websites crawled: 991,513 

➢ Drive-by mining websites: 1,735 

➢ They estimated that the two most profitable websites are earning US$ 17,166.97 a month from 

29.13 million visitors (tumangaonline.com, average visit of 18.12 minutes) and US$ 10,667.82 

a month from 47.91 million visitors (xx1.me, average visit of 7.45 minutes). 

 

• Common Drive-by Mining Characteristics: 

➢ All services use CryptoNight-based cryptomining implementations. 

➢ All identified websites use a highly-optimized Wasm (WebAssembly) implementation of the 

CryptoNight algorithm to execute the mining code in the browser at native speed.  

➢ All drive-by mining websites use WebSockets to communicate with the mining pool through a 

WebSocket proxy server.  
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• MineSweeper: 

Authors based on common drive-by mining characteristics in order to propose a novel technique for 

drive-by mining detection, which relies neither on blacklists nor on heuristics based on CPU usage. 

Based on the components of CryptoNight algorithm there are two fundamental characteristics: 

➢ Uses standard cryptographic functions (Groestl, Blake, Keccak, Skein, AES). 

➢ A memory hard algorithm 2MB scratchpad (CPU cache). 

 

MineSweeper stage 1 (analyse WASM module): 

MineSweeper get as input WASM module (WebAssembly code which crawled in dataset), then it 

translate it to the linear assembly code using WebAssembly Binary Toolkit and identify functions with 

cryptographic operations such as: XOR, Shift, Rotate operations. It gives as output modules which use 

these operations meaning that this WebAssembly module used for mining operations. 

 

MineSweeper stage 2 (monitor CPU cache events): 

In the case that WASM module is obfuscated and the stage 1 of MineSweeper can not detect it, there is 

the stage 2 where can detected obfuscated modules. In this stage, MineSweeper monitoring CPU cache 

events (as mentioned before that CryptoNight is a memory hard algorithm where cache events are 

carried out) such as load and store events. 

For the evaluation of CPU Cache Events Monitoring using MineSweeper (stage 2), they are visited 7 

websites from following categories: Cryptominers, Video players, Wasm-based games and Javascript 

(JS) games. It was observed that, most cache events (loads and stores) become from WASM miners 

(the second category with the most events was the WASM games). This happens in cases where CPU 

usage is very high (100%), it also happens in cases where CPU usage is low (20%). this means that the 

CPU usage is not affect the results of MineSweeper because it checks the events on cache and not the 

CPU usage. 

 

 

 

 

 



Lambros Demetriou 

• Contributions: 

➢ Performing the first in-depth assessment of drive-by mining. 

➢ Discuss why current defenses based on blacklisting and CPU usage are ineffective. 

➢ Proposing MineSweeper, a novel detection approach based on the identification of 

cryptographic functions through static analysis and monitoring of cache events during run time. 

 

• Conclusion: 

➢ Drive-by mining is real and can be very profitable for high traffic websites. 

➢ Detecting miners by means of blacklists, or CPU utilization alone is an ineffective strategy, 

because of both false positives and false negatives. 

➢ Drive-by mining solutions are actively using obfuscation to evade detection. 

➢ Is proposed MineSweeper, a new detection technique tailored to the algorithms that are 

fundamental to the drive-by mining operations (the cryptographic computations required to 

produce valid hashes for transactions). 

 

 

 

 

 

 

 


