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Abstract/Introduction:  
 

For the purpose of this assignment topic, it was given a task to read 2 papers based on bugs and 

write a report about them 

 

Understanding the Reproducibility of Crowd-reported Security 

Vulnerabilities 

Security vulnerabilities in software systems are posing a serious threat to users, organizations 

and even nations. Identifying security vulnerabilities has been increasingly challenging. Due to 

the high complexity of modern software, it is no longer feasible for in-house teams to identify 

all possible vulnerabilities before a software release. Consequently, an increasing number of 

software vendors have begun to rely on “the power of the crowd” for vulnerability 

identification. Today, anyone on the Internet can identify and report a vulnerability. In the 

paper, a bridge was tried to be made between the gap by conducting the first in-depth 

empirical analysis on the reproducibility of crowd-reported vulnerabilities. It describes a series 

of experiments to assess the usability of the information provided by the reporters by actually 

attempting to reproduce the vulnerabilities. 

 

The matter of Heartbleed 

This problem was explaining the Heartbleed venerability which was bug in their implementation 

of the TLS Heartbeat Extension. The vulnerability allowed attackers to remotely dump 

protected memory, including data passed over the secure channel and private cryptographic 

keys, from both clients and servers. Heartbleed had the potential to affect any service that used 

OpenSSL to facilitate TLS connections, including popular web, mail, messaging, and database 

servers. To track its damage, in the paper it describes that they did regular vulnerability scans 

against were made the Alexa Top 1 million domains and against 1% samples of the public 

Why the papers where interesting 

Both of the problems are interesting because the first one describes the gap between the 

reproducibility of vulnerabilities and the second one a vulnerability that may or not still exist on 

some servers that didn’t update their open SSL library  
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Understanding the Reproducibility of Crowd-reported Security 

Vulnerabilities 

Security vulnerabilities in software systems are posing a serious threat to users, organizations 

and even nations. Identifying security vulnerabilities has been increasingly challenging. Due to 

the high complexity of modern software, it is no longer feasible for in-house teams to identify 

all possible vulnerabilities before a software release. Consequently, an increasing number of 

software vendors have begun to rely on “the power of the crowd” for vulnerability 

identification. Today, anyone on the Internet can identify and report a vulnerability. In the 

paper, a bridge was tried to be made between the gap by conducting the first in-depth 

empirical analysis on the reproducibility of crowd-reported vulnerabilities. It describes a series 

of experiments to assess the usability of the information provided by the reporters by actually 

attempting to reproduce the vulnerabilities. 

The biggest challenge is that reproducing a vulnerability requires almost exclusively manual 

efforts, and requires the reproducer to have highly specialized knowledge and skill sets. The 

experiments demanded 3600 man-hours to finish, that cover a dataset of 368 memory error 

vulnerabilities randomly sampled from those reported in the last 17 years. 

 

Key observations of this experiment 

• First, individual vulnerability reports from popular security forums have an extremely low 

success rate of reproduction (4.5% – 43.8%) caused by missing information. 

•  Second, a “crowdsourcing” approach that aggregates information from all possible references 

help to recover some but not all of the missed fields. After information aggregation, 95.1% of 

the 368 vulnerabilities still missed at least one required information field. 

•  Third, it is not always the most commonly missed information that foiled the reproduction. 

Most reports did not include details on software installation options and configurations (87%+), 

or the affected operating system (OS) (22.8%). 

Security Vulnerability Reporting 

In the past decade, there has been a successful crowdsourcing effort from security professionals and 

software users to report and share their identified security vulnerabilities. This reporting helped on 

Vulnerability reproduction. Once a security vulnerability is reported, there is a constant need for people 

to reproduce the vulnerability, especially highly critical ones. First and foremost, developers and vendors 

of the vulnerable software will need to reproduce the reported vulnerability to analyze the root causes 

and generate security patches 
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Venerability reports 

Vulnerability reports should contain: 

• Vulnerable Software Version 

• Operating System. 

• Installation & Configuration. (parameters) 

• Proof-of-Concept (PoC): sample of code to help reproduction of vulnerability 

• Trigger Method for PoC: how to trigger the vulnerability 

• Vulnerability Verification: How its is verified 

 

Missing information vs. Reproducibility. 

It was observed that successful cases do not necessarily have complete information. More than 

94% of succeeded cases missed the software installation and configuration instructions; 22.3% 

of the succeeded cases missed the information on the verification methods, and 17.3% missed 

the operating system information. 

 

Results and Observations 

 

 

• Reproducing a vulnerability based on the reported information is analogous to doing a 

puzzle (the more pieces are missing, the more challenging the puzzle is.) The 

reproducer’s experience plays an important role in making the first educated guess (e.g., 

our default settings). 

• To much time in troubleshooting 



The matter of Heartbleed 

This vulnerability allowed attackers to remotely dump protected memory, including data 

passed over the secure channel and private cryptographic keys, from both clients and servers. 
Heartbleed had the potential to affect any service that used OpenSSL to facilitate TLS connections, 

including popular web, mail, messaging, and database servers. To track its damage, in the paper 

it describes that they did regular vulnerability scans against were made the Alexa Top 1 million 

domains and against 1% samples of the public 

 

OpenSSL: A Brief History 

OpenSSL is a popular open-source cryptographic library that implements the SSL and TLS 

protocols. It is widely used by server software to facilitate secure connections for web, email, 

VPN, and messaging services. The project started in 1998 and began tracking vulnerabilities in 

April 2001. Over the last 13 years, OpenSSL has documented six code execution vulnerabilities 

that allowed attackers to compromise private server data. 

 

TLS Heartbeat Extension and vulnerability 

The Heartbeat Extension allows either end-point of a TLS connection to detect whether its peer 

is still present, and was motivated by the need for session management in Datagram TLS (DTLS). 

HeartbeatRequest messages consist of a one-byte type field, a two-byte payload length field, a 

payload, and at least 16 bytes of random padding. Upon receipt of the request, the receiving 

endpoint responds with a similar HeartbeatResponse message, in which it echoes back the 

HeartbeatRequest payload and its own random padding. Because the payload length field is 

two bytes, the peer responds with up to 216 bytes (~64 KB) of memory. The bug itself is 

simple.The peer trusts the attacker-specified length of an attacker-controlled message. The 

OpenSSL patch adds bounds check that discards the HeartbeatRequest message if the payload 

length field exceeds the length of the payload.  

 

 

 

 

 

 



Experimentation And Results 

The Heartbleed bug was tested by modifying to send Heartbeat requests with no payload nor 

padding, and the length field set to zero. The requests should be rejected. However, vulnerable 

versions of OpenSSL send a response containing only padding, rather than simply drop the 

request.H eartbleed scanner that was used contained in the expreriment had  a bug that caused 

vulnerable sites to sometimes appear safe due to a timeout when probing individual hosts. The 

root cause was that the scanner labelled each host’s vulnerability as false by default, rather 

than null or unknown. If a Heartbleed test timed out, the scanner returned the host’s 

vulnerability status as the default false, providing no indication of a failed test. The result is a 

potential false negative, where the scan reports the system as immune 
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Vulnerability of Top 30 US HTTPS-Enabled Websites. 

 



 

Patching 

As long as the vulnerable version of OpenSSL is in use the problem persist. Operating system 

vendors and distribution, appliance vendors, independent software vendors have to adopt the 

fix and notify their users. Service providers and users have to install the fix as it  

 

 

 

 

Conclusion 

On this papers we learn a lot about vulnerabilities how important part are and how important is 

reproduction of vulnerabilities are and reporting them.Also  we took a look on  heartblead 

vulnerability and the impact to the world 

 


